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In the past decade, a transform called all phase discrete cosine biorthogonal transform (APDCBT)
appeared in the field of digital image processing. It is mainly used to solve the negativity found in
discrete cosine transform (DCT), especially in a low bit rate. In this paper, the APDCBT is employed
for watermark insertion based on selected regions of an image. The insertion is depending on the
homogeneity of each part of the image. To determine the extent of homogeneity, there are two criteria:
Mean and standard deviation are applied for the intensity of the image. Medium frequency bands of
APDCBT in image pixel blocks are used to hold the embedded watermark. Then, the transform is
inversed to obtain the resultant watermarked image. The robustness of APDCBT against watermark
removal attacks is tested and the experimental results showed the superiority of the APDCBT over
traditional DCT in the watermark embedding system. More specifically, when the LSB reset attack
applied. For instance, when the contrast adjustment attack applied, the average of normalized cross-
correlation (NCC) values of extracted watermark images with the original watermark, it was 0.992 for
the proposed method. This is a promised result, if it is compared with the NCC of the DCT method,
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which was 0.423. The proposed method can be used for copyright protection purpose.

Keywords: All phase discrete cosine biorthogonal transform; Discrete cosine transform; Image
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INTRODUCTION

Multimedia information, including image, has become
one of the most communication contents. Due to the fast
growth of internet and boundless use of image processing
and multimedia technologies, People can easily obtain the
extensive multimedia files through the internet, create
problems such as prohibited copying, forge ownership
claims, because of the ease of copying or altering digital
documents quickly and without quality loss (Saboori
and Hosseini, 2014). The watermarking system has been
proposed for avoiding these problems (Hasoon and
Khalifa, 2012; Hosseini and Saboori, 2015).

There are two groups of techniques to add watermark to
images according to their domain. The first group is the
spatial domain-based watermarking methods, in which the
watermarking information are inserted into carrier image
by adjusting its pixel values, although the spatial domain
techniques need less computation power and have less
execution time, however, they do not have the ability to
resist versus various attacks, the second group is transform
domain-based watermarking methods (Hosseini and
Saboori, 2015; Zhou et al., 2018).
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Transform domain is more robust than spatial domain
methods. In techniques that use the transform domain,
the carrier image converted into the frequency domain.
Before embedding a robust watermark into host image,
researchers commonly tune the coefficients of a transform
such as DFT, DCT, or DWT (Yantao et al., 2008; Apostol
et al., 2013).

InZhou etal., 2018, the discrete wavelet transform (DWT)
and all phase discrete cosine biorthogonal transform
(APDCBT) presented with singular value decomposition
(SVD). To enhance the watermark imperceptibility, the
authors concluded that the proposed scheme has little
detectable effect on the original image, and it shows better
robustness against typical signal processing attacks than
other algorithms.

In Abraham and Paul, 2014, algorithm was proposed to
ensure higher visual quality after watermark addition to
image, blocks or pixel regions selected for watermark are
hiding such as regions in the image. Where modifications
are least noticeable by human eyes, the outcome of
proposed was successful in surviving even after four bits on
the least significant side of all pixels in the image was reset.
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In Khalifa et al., 2019, a hybrid technique of DWT and
DCT used to provide advantages of both techniques. The
DWT has the disadvantage of fraction loss in watermark
insertion which rises mean square error (MSE) and the
results decreasing peak signal to noise ratio (PSNR) where
PSNR of the recovered secret image is higher compared
to existing DWT and DCT techniques.

APDCBT and DCT

It is known, for researches of the discrete cosine
transformation (DCT) field, that the DCT has good
properties related to energy concentration. Therefore, it
has been employed in many applications, such as image
compression, watermarking, and object recognition
(Agrwal et al., 2016; Zhou et al., 2018). This DCT
technique is used to convert images or signals from
space time into the spectral domain. This conversion
has the power to show perfect energy compaction. The
transformation between these domains is linear, which
save the energy of the real coefficients, to become as a
good frequency features of the space and time (Kannan
and Gobi, 2015). It also shared that dividing the low, high,
and average frequencies from each other, will influence the
chance of using the coefficients with the high frequencies
group rather than others. In general, the DCT applied on
Windows (blocks) of 8 X 8 pixels instead of using the
whole image (Mokhnache et al., 2018). However, there
are some negative properties, which not covered when the
image is compressed using the DCT with a Window that
has low bit rates. To overcome this issue, the APDCBT
transform is applied since if it compared with the
conventional DCT, this transform (APDCBT) is offering
good performance in both high and low frequencies (Wang
et al., 2013). Because of this performance, the APDCBT
has been widely used in the image processing in general
and in the watermarking in special. In this paper, the
APDCBT transform employed as a watermarking style,
where this transform has a transformation matrix, which
is called B, with a dimension of N X N, as defined in
Equation (1) (Manogna and Chaitanya, 2018).
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R m=01,....N—=11n=0

m=01.,N-1Ln=12.,N-1 (1)

For an image block X with a dimension of N X N, the
APDCBT can be expressed as follows:

_ T
Y =BXB )

Where, Y denotes the transform coefficient matrix after
APDCBT.

METHODOLOGY

Watermarking includes two rounds of operations, an
embedding and an extraction. There are two important
processes in the embedding operation phase: Selecting the
regions or blocks of image pixels and domain transforming,

Enforcing the watermark is achieved through the
embedding process after transforming the original image
from the spatial to the frequency domain using APDCBT
block wise.

APDCBT transtorm decomposes an image into three
frequency bands, namely, low, medium, and high
trequencies, (LF), (MF), and (HF) regions, respectively
(Abraham and Paul, 2014). Figure 1 illustrates the three
distinct areas.

MF bands are more suitable for watermark embedding
where adjustments do not affect image quality negatively.
The watermark signal is added to the MF zone coefficients
in selected blocks to ensure being difficult to perceive.

Blocks Selection for Watermarking

This work is based on hiding data in selected image pixel
blocks depending on the homogeneity of the image area.
Specific criteria were used to examine the homogeneity
of these areas of the image. The average of the image
pixels intensity calculated and compared with the standard
deviation of those pixels. A heterogeneous image area
forms a convenient environment for hiding data without
the appearance of concealment because hiding in plain
areas makes the embedded data exposed and distort the
cover image.

LF

MF

Figure 1: All phase discrete cosine biorthogonal transform three
distinct areas according to frequency bands
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In a homogeneous image area, the region is almost
monotonous. Any modifications to these areas are
distinguishable. However, heterogeneous image region,
pixels vary by larger intensity values. Hence, alteration on
to these areas will be least distracting to the human visual
system.

Non-overlapped image pixel blocks of size 8X8 adopted in
this paper. Before embedding the data, these blocks tested
by finding the average of pixels intensity using Equation
(1), and the standard deviation using Equation (2), then
comparing them using a threshold. The threshold is a fixed
number empirically determined. Increasing threshold value
leads to more imperceptibly in the watermark.

Watermark Embedding

Watermark insertion operation illustrated in Figure 2.
IW is the watermarked image, W is the watermark, and I
is the original image. Once image pixel block selected, it
transformed using APDCBT resulting in an 8 X 8 matrix,
which is divided into three bands as previously mentioned,
LE MF, and HE The only medium frequency band is used
to hold the watermark. If wm(t) == 0, fw(ij) = s/Xf{ij);
where wm(t) is a watermark bit to be added and 7 =7, 2
...L, where L is the length of the watermark, fz/) is a
medium frequency APDCBT coefficient from the block,
Jfis a modification factor, and fwis the modified element.
However, if wm(t) == 1, leave the coefficient unaffected.
Finally, compute inverse APDCBT of the block resulting
in the watermarked image. As Figure 1 clarify, MIF band
forms 22 pixels out of 64 pixels in each block, that is,
every selected block of the cover image can hold 22 bits
of the watermark.

Algorithm 1: Embedding process

1. Input the image and decompose it into blocks of size
(8 X 8).

r)
Block
Selector

'

APDCBT

'

\\Y Watermark
Embedding

!

Inverse
APDCBT

w4

Figure 2: Proposed embedding method

2. Compute the block average (a7) and standard deviation
(sd) of the block’s intensity value.

3. If (sd > th*av) is not true, go to previous step for
computations on next block. Otherwise, select the
block for watermark embedding and go to next step.

4. Compute APDCBT of the block.

5. For all mid-frequency APDCBT coefficient element
from the selected block, if the correspond watermark
bit is zero modify the element by some factor otherwise
leave it.

6. Compute inverse APDCBT of the block.

7. If there are more blocks left, go to step 2 for
computations on next block.

8. Output the watermarked image.

Watermark Extraction

Figure 3 illustrates the operation of watermark extraction.
The importance of the hidden watermark extraction
process is not less than the importance of the embedding.
Only successful recovery of the watermark can establish
resource ownership. The process of watermark extraction
takes the original clean image and the watermarked image.
Moreover, outputs hidden watermark.

The original clean image is used to select the same selected
blocks in the embedding phase. Using the original image
for block selecting is critical because the changing in
watermarked image pixel values due to the embedding
process can affect the results. After block selected in the
same way as the embedding phase, it transformed using
APDCBT in parallel with computing the APDCBT of the
identical block in the watermarked image, then compare
the APDCBT coefficients of both blocks from a similar
position. if fw(z,j) > f{i,j), wm(t) == 0 otherwise wm(t) == 1;
where fand fiware medium frequency APDCBT coefficients
from a similar position from the blocks in original clean
image and watermarked image. Moreover, wm is the

ll llW

Block Block
Selector Selector
\4 \ 4
APDCBT APDCBT

Deposition

1\\/

Figure 3: Proposed extraction method
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watermark bit stream. This process continues until the
watermark image is retrieved.

Algorithm 2: Extraction process

1. Input the original image and watermarked image, then
decompose them into blocks of size 8X8.

2. Compute the block average (a7) and standard deviation
(sd) of the block’s intensity value of the original image.

3. If (sd > th*av) is not true, go to previous step for
computations on next block. Otherwise, select the
block for watermark extraction and go to next step.

4. Compute APDCBT of the block of original image
and correspond block from watermarked image.

5. For all mid-frequency APDCBT coefficient elements
from the selected block, compare similar position
elements from original image and watermarked image,
if the element of watermarked is greater than original,
then correspond watermark bit is zero. Otherwise,
watermark bit is one.

6. If there are more blocks left, go to step 2 for
computations on next block.

7. Output the watermark image.

9'

Figure 4: Original cover images and watermark. (a) Barbara, (b) Boats, (c) Bridge, (d) Couple, (e) Fingerprint, (f) Hill, (g) Lake, (h) Lena,
(i) ABC watermark

L

EXPERIMENTAL RESULTS ANALYSIS

Use the proposed algorithm tested on eight standard 512
X 512 grayscale images, Barbara, Boats, Bridge, Couple,
Fingerprint, Hill, Lake, and Lena. A 32 X 32 binary image
used as a watermark. All used images and the watermark,
as shown in Figure 4.

MSE is called the square of differences in the pixel
values between the corresponding pixels of the two
images. The MSE of N X M size image is given by
Equation (3) (Mohammad et al., 2017). PSNR is a
geometric name, for the ratio between the maximum
possible power of a signal and the power of vitiation
noise that affects the accuracy (Brifcani and Al-Bamerny,
2010; Yamini, 2018).

MSE (3) and PSNR (4) analysis shown in Table 1. For good
watermarking, low values of PSNR are wondered. On
the other hand, low values of MSE means imperceptible
watermark. Boat image shows the best PSNR and MSE
results, whereas fingerprint image has the worst ones.
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The proposed method tested under a watermark removal
attack with four levels of LSB reset attack to checking its
robustness against attacks. This kind of attack resets a
number of bits from the right side, that is, from the LSB
side. In this work, 8", 778" 678" and 578" L.SB reset to
zero each one in separated operation. Other attacks, JPEG
compression, Gaussian noise, histogram equalization, and
contrast adjustment, also applied.

To compare the performance of APDCBT used in
the proposed method, the DCT method proposed in
Abraham and Paul, 2014 tested under the same attacks.
The normalized cross-correlation (NCC) values for
extracted watermark images with the original watermark are
calculated using both methods. Table 2 shows the average
of NCC values for the APDCBT proposed method and
the DCT method with L.SB reset attack, whereas Table 3
shows the results with other attacks.

The experimental results, Table 2 and Figure 5, proved
the robustness of APDCBT against LSB resetting attack
in comparison to DCT in the watermark embedding
system. However, testing both methods under JPEG

Table 1: Experimental results

Table 2: Normalized cross-correlation with LSB reset attack

compression, Gaussian noise, histogram equalization, and
contrast adjustment attacks, Table 3 and Figure 6, showed

0.9
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0

No Attack LSB8 LSB7-8 LSB6-8 LSB5-8
Reset Reset Reset Reset

Il APDCBT M DCT

Figure 5: Comparison of average normalized cross-correlation
of all images with LSB reset attack for the proposed method and
DCT method

0.9 -

IPG Gaussian Noise
Compression

Contrast
Adjustment

Histogram
Equalization

M ApDCBT M DCT

Figure 6: Comparison of average normalized cross-correlation of
all images under JPEG compression, Gaussian noise, histogram
equalization, and contrast adjustment attacks for the proposed
method and DCT method
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Table 3: Normalized cross-correlation with (JPEG compression, Gaussian noise, histogram equalization, and contrast adjustment)

attacks

Barbara 1 1 0.951 0.882 0.791
Boats 0.998 1 0.991 0.795 0.782
Bridge 1 1 0.955 0.874 0.778
Couple 1 1 0.994 0.835 0.808
Fingerprint 0.998 1 0.989 0.771 0.784
Hill 1 1 0.949 0.85 0.752
Lake 1 1 0.985 0.799 0.765
Lena 0.998 1 0.989 0.831 0.726
Average 0.999 1 0.975 0.83 0.773

0.417 0.637 0.35 1 0.979
0.297 0.756 0.186 1 0.673
0.447 0.979 0.37 0.983 0.13
0.38 0.726 0.278 0.981 0.641
0.207 0.553 0.083 1 0.444
0.389 0.921 0.528 0.989 0.244
0.312 0.938 0.237 0.991 0.068
0.301 0.968 0.314 0.994 0.203
0.344 0.81 0.293 0.992 0.423

the supreme resistance of the proposed method against
those attacks in comparison to DCT method.

CONCLUSION

Watermark influences the original image as it alters some of
the original image information. To minimize the influence
of adding watermark and also to protect embedded
watermark from attacks, watermark inserted into the safer
image regions. Therefore, the embedding is done in selected
heterogeneous image pixel blocks.

The present work examines the performance of APDCBT
in image watermarking in comparison with using traditional
DCT. Furthermore, the robustness of APDCBT against
watermark removal attack tested. The experimental results,
Figure 5, proved the robustness of APDCBT in comparison
to DCT in the watermark embedding system. APDCBT
showed better results than DCT by increasing the level of
LSB resetting, The watermark successfully survived even
after eliminating half of the bits of the watermarked image.
PSNR and MSE analysis showed the proposed method as
a good watermarking. The size of watermark is depend on
the cover image homogeneity since the average of pixels
intensity and the standard deviation of any block determine
if it can hold the watermark data or not.
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